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Encryption, firewalls, passwords, & 
software utilities can be very effective 
for protecting data for both Individuals 
and larger organizations. However, 
one of the areas that often goes 
without notice is discarded hardware & 
media that contains sensitive 
information

Data security tools are 
becoming more advanced 
to protect active data



Formatting,  
Reformatting,

F-disk?

• Even if a hard drive is formatted, the majority of the 
information is still left intact, and can be recovered with 
a little time and effort using software that is readily 
available. In a MIT study, a 10 GB drive was filled with 
a known pattern, and then formatted using the DOS f-
disk and format commands. In the case of f-disk, only 
0.01% of the data was actually modified, and in the 
case of format, 0.11% was modified. The rest of the 
data remained intact. [7 or 8?]

[ 10 ] “Will your Junk Return to Haunt You?”
Dick Bussiere, February 2nd, 2004
http://www.cmpasia.com/ViewArt.cfm?Artid=22748&catid=4&subcat=6



Methods of 
data destruction

You can understand how important secure data
destruction is when dealing with properly recycling used 
computer systems. Currently, three techniques are 
utilized which can ensure that all data is reliably 
removed from magnetic media. They are:

• Data Wiping
• Degaussing
• Physical Destruction



DoD standard for 
secure hard drive 
erasure

The Department of Defense 
(DoD 5220.22M standard 
recommends an overwrite of 
all addressable locations 
with a character, its 
compliment, then a random 

character and verify.  [ 2 ]

[ 2 ] “DoD 5220.22-M National industry security program operating manual (NISPOM)”
Chapter 8, January 1995
http://www.usaid.gov/policy/ads/500/d522022m.pdf



Degaussing

If time is critical or bulk 
erasing is required because 
of the need to wipe a large 
quantity, degaussing may be 
the best method.  Degaussing 
a hard drive reduces the 
magnetic flux on the platters 
to zero by exposing it to an 
inverted magnetic field.



Physical 
Destruction

According to DoD standards, 
physical destruction is 
recommended when 
confidential or top secret data 
is present on a discarded 
hard drive or if the hard drive 
is non-functional and can not 
be erased through 
conventional means.



Physical 
Destruction

Physical destruction can be 
accomplished through a 
variety of techniques 
including smelting, shredding, 
crushing, drilling, sanding, 
pulverization, acid bath, and 
others.  
[ 5 ]

[ 5 ] “Disposition of Unclassified DoD Computer Hard Drives”
Specifications for sanitization of hard drives.
United States Department of Defense
http://www.defenselink.mil/nii/org/sio/ia/diap/documents/HD_Attachment23.doc



Electronic Recyclers Must Identify Their EHS Aspects/Hazards

EHS Aspects and Hazards must be:

� Identified

� Understood

� Associated with Legal Requirements

� Managed

Downstream Communication of These Issues Is 
Essential

Downstream Audits



What are Aspects and Hazards?

ENVIRONMENTAL ASPECT – Anything you do or 
use that could result in a change to the Environment.

Definition: Element of an organization’s activities or 
products or services that can interact with the 
environment

H&S HAZARD – Anything that takes place in the 
workplace that has the potential to hurt someone or 
affect their health.

Definition: Source, situation or act with a potential for 
harm in terms of human injury or ill health or a 
combination of these.



What are Impacts and Risks?

ENVIRONMENTAL IMPACT – When the Environment is 
changed because of an organization’s Environmental Aspects

Definition: Any change to the Environment, whether 
adverse or beneficial, wholly or partially resulting from an 
organization’s environmental aspects

H&S RISK – The result of 2 things: How likely is it that a known 
hazard will result in an event that hurts someone and how bad 
will it be.

Definition: Combination of the likelihood of an occurrence 
of a hazardous event or exposure and the severity of injury 
or ill health that can be caused by the event or exposure



Are Aspects/Impacts and Hazards/Risks Related?

Cause and Effect 

Aspects exist. They are the Cause.

Their Effect is an Impact on the Environment. 

Hazards exist. They are the Cause.

The Effect of an H&S Hazard is to create H&S 
Risk.



Prioritizing Aspects and Impacts

Aspects or Impacts (and Hazards and Risks) are classified as:

SIGNIFICANT 
A Significant classification indicates this is a higher 

priority issue for the organization and is managed proactively. 
These issues typically create higher risks for the organization.

Criteria for Significance:  The parameters that help 
determine objectively whether an issue is significant. Examples 
may include severity, frequency, regulatory status, effect on 
company reputation, stakeholder values, etc. 

NON-SIGNIFICANT
A Non-Significant classification does not mean the issue 

is unimportant, only that it is not as important as the Significant 
issue



Managing Significant Aspects and Impacts

Significant issues are managed proactively by:

•Setting Objectives and Targets for improving 
performance in this area
•Programs to achieve the Objectives and Target
•Specific Training
•Defined Responsibility and Authority
•Operational Controls
•Monitoring and Measuring (KPIs)



Downstream Conclusions

•Relationship

•On Site Visit

•Licensing and Registrations

•Evaluation Review Sheet

•Downstream Audio Forms (2 away)

•Citations or Violations
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